Abstract-This paper introduces a new approach based on blind source separation (BSS) to mit igate intentional interference in BFSK d igital co mmun ication systems using frequency hopping spread spectrum technique. The use of BSS is possible thanks to adopting an adequate selection block to distinguish between the useful signal and other undesirable signals, hence, circu mvent the problem of amb iguity of permutation. An analytical calculation of the probability of error to predict the performance is done. The simulat ion results showed the effectiveness of this approach, whatever the level of the JSR and without using the fast frequency hopping alternative or error-correcting codes.
I. INTRODUCTION
The FH-SS technique is known to be robust against intentional narro w-band interference, and is widely used in military applications, wireless personal communicat ions [1] , and satellite co mmunications [2, 3] . But its performance deteriorates sharply under Partial Band Noise Jamming (PBJN) or Mult i-Tone Jammers (MTJ) [4] .
The performance studies of fast FH/MFSK communicat ions systems using a variety of comb inations of methods in the presence of MTJ and additive white Gaussian noise (AWGN) can be found in [4, 5] . An optimal structure for a Maximu m Likelihood (M L) receiver, in fast FH-SS co mmunication system with MTJ interference is given in [6] . It is shown that informat ion about the noise variance, the amplitude of the signal, and the amp litude of the interference at each hop, as well as the calculation of modified Bessel non-linear functions are required to imp lement the optimal M L receiver. However, there is a price to pay when using fast hoping frequency. Synchronization between the t ransmitter and the receiver is difficu lt to realize. Studies on the slow FH-SS system in the presence of partial band interference were presented in [7, 8] and other effects about the reduction of dynamic jammers are described in [9, 10, 11] .
An antenna array using Sample Matrix Inversion algorith m is used to isolate the desired signal fro m the interference signal [9] . Nevertheless, this algorith m assumes that the antennas have the same gain in the direction of interference and does not work properly for a quasi-static channel fading. The proposed algorithm in [10] has better performance for the do minant interference scenario. Nonetheless, it processes the received interfering signal as determin istic and unknown value to estimate. Thus, the less is the power of the jammer (or the signal to interference ratio ), the less accurate is the estimation wh ich leads to a deterioration in performance. This logic is co mpletely reversed in the case of traditional ML algorith ms where the jammer is considered as an additionally received noise.
In this paper, we propose to solve the problem (regardless of the jammer signal power to desired signal power ratio J/ S) using blind source separation (BSS) and bypassing the problem of permutation amb iguity using a suitable block selection by taking into account the narrow bandwidth nature of the useful signal. The processing is carried out on a number o f samples corresponding to a symbol period T b .
The rest of the paper is organized as follows: In section 2 the data model of the studied system is given followed by a brief discussion of the problems commonly encountered when using BSS techniques. Next , we give details about the proposed approach in section 3. In section 4, an appro ximate computation of the binary error probability is presented. Simulation results and discussions are followed-up in section 5.
II. DATA MODEL
Consider the case of a slow FH/ BFSK system. To remove the harmful effect of the interference that covers all (or part) of the used band, a uniform linear array of m antennas followed by BSS algorith m b lock is used, we focus only on methods that use second order statistics.
The output, y(t) of the antenna array can be modeled by the following equation: y(t) = Ax(t) + w(t) (1) where A ( mn  ) is the mixing matrix ( n is the number of sources, we limit our study to the case =2 n ), 
Where is the jammer signal amp litude for the
 is the power of the jammer, B is the jammer signal bandwidth, and  k is a uniformly distributed random variable on [0, 2π], wh ich makes the jammer a centered random process. In fact:
The ratio 2 j B  means that the power is uniformly distributed over the entire jammer's band. Additionally, by considering the independence of the frequency components, the jammer is a centered random process with wh ite behavior (in the studied band) with a variance 2 j  .
A. Inherent problems with BSS techniques
The use of BSS faces two main problems that are common to all methods, namely the ambigu ity of permutation and scaling ambiguity. The first means that the order of signal restitution is arbit rary because any permutation applied on s(t) and A gives the same y(t). This is true for any permutation matrix P (usually contains only 1 by ro w and by colu mn) such that: A = AP  s (t) = P s(t)  . This problem can be avoided by using a priori informat ion on the desired signal accord ing to the application in hand. For examp le, in direct sequence spread spectrum systems (DS-SS) signals are spread by known orthogonal codes that allow to d ifferentiate them from a jammer signal.
The second problem is similar to the permutation amb iguity where the multip licat ion of a co lu mn (of the mixing matrix) and a source division by a non-zero scalar does not change the vector x(t):
This problem does not affect the FH-SS systems since the informat ion is contained in the frequency, which is not the case of the DS-SS systems for example.
III. JAMMER INTERFERENCE REJECTION APPROACH
The block diagram shown in the Fig. 1 illustrates the principle of the proposed approach to solving the problem of jamming in FH-SS. It should be noted that this type of solution was used for the first time in the DS-SS systems [12, 13] where it is possible to d istinguish the useful signal using the sequences of pseudo-random codes. Unlike the DS-SS systems, we perfo rm the despreading just before the separation block so that to feed the selection block (only takes into account the frequencies f 1 and f 2 ). This latter operation is the principal element that allo ws the use of the BSS and then bypas sing the problem of permutation amb iguity. In what follows, we describe the main components of the system. 
B. Separation bloc
To mitigate the effect of interference, the best solution is to separate the useful signal fro m the mixed one. This is done here by using the techniques of BSS looking to extract some or all of the signals constituting the received mixtu re signal y(t) with no in formation on the matrix A or the nature of the signals. The key feature of these techniques is that they are robust against mult i-path effects and do not require that the antennas have the same gain. of the sources is the basis for the development of these techniques.
In the literature, several algorithms of the BSS are encountered [14, 15, 16] . In this paper, we chose the Second Order Blind Identification (SOBI) algorith m which has good performance and requires only the use of second order statistics, see [14] for more details about this well-known technique.
C. Selection operation
Because of the problem o f the amb iguity of permutation, b lock selection is essential for the separation block output. To do so, we chose a strategy that takes into account the narrow bandwidth nature of the desired signal and the general principle is shown in Fig. 2 . The first step to perform is signal normalization, In fact, this helps to bring the power of the two antenna' outputs to the same level. Then each signal passes through two band-pass filters (in parallel) wedged on f 1 and f 2 whose outputs are summed. These two steps allow us to affirm (assuming a good separation) that:  After filtering, only two frequency co mponents f 1 and f 2 are kept.  The jammer loses its power if it had many frequency components so that one of the components of the desired signal is stronger than both left frequencies of the jammer.  If the jammer is initially narrow-band, it would be unlikely to fall in f 1 or f 2 after dispreading (FH-SS system itself is effective).
After, a co mparison is carried out between the maximu m values of the spectral power densities calculated at the outputs of filters each period T b . We can approximate the power spectral density of a signal y(t) by: 2 = (y(t)) psd fft (6) Where fft is the fast Fourier transform. And finally, BFSK demodulation is performed. For more precision in comparing only the powers in f 1 and f 2 . A variant of the structure in Fig. 2, is shown in a Fig. 3 . This structure can be used especially if the filters are not selective enough. In this case, the maximu m of the power spectral density is calculated at the output of each filter. A comparison between these maxima is used to select the desired signal for demodulation.
IV. BINARY ERROR PROBABILITY DERIVATION e P
In this section, we present an approximate theoretical calculation of P e in the case of a perfect separation. This will allow us to predict the possible achievable performance and compare with the theoretical curves.
After despreading, the received signal at the antenna array for a useful signal of frequency f i is given by: 
A. Case without selection operation
In this case, the FH-SS system is used alone. The output of the band-pass filter (supposed ideal, magnitude one, and zero phase since it is the same for s(t) et j(t) ) keyed on i f is given by: 
The mean of () f j ut is:
In the spectral domain, we take:
In this case, f j u is a random p rocess of zero mean Figure 5 shows the sensitivity of the system to the presence of interference. 
B. Case with selection operation
In this case, we use the logic block shown in Fig. 3 . Where B is the estimate of the inverse of A , then the two outputs of the separation block are given by:
t a s t b j t w t  22 ( ) = ( ) ( ) ( ) u t c s t d j t w t  (18)
Without loss of generality, we assume that the separation is good enough to put 1 ad ;;, and 0 bc ;; (otherwise many cases have to be considered which conduct to a very tedious calculation). In this case, the equation (18) becomes:
And in a similar manner to the case without selection operation, the second order calculation yield: 11 11 = [ ] = s m E u  . So, 11 u is a random process with  is given here for the case where no normalization is performed.
We also note that the means 11 m , 12 m , 21 m , and 22 m can be used to construct a decision rule.
In the sequel, we adopt the notation cf (resp. cr ) for a false choice (resp. right choice) of the useful signal, and df (resp. dr ) for a wrong decision (resp. right) of the bit value, then: 
The discriminant of this equation is given by:

Since the discriminant is positive, then there will always be two solutions given by:
Here, that comes the interest of normalizat ion and filtering steps. In fact, we can assume that In this case, cf P is equal to the colored surface as shown in Fig. 6 and consists of three parts: In this case, the surface of the med iu m does not exist and we have: 
V. SIMULATION RESULTS
In this section, we examine the performance of the proposed scheme. In all the simulations, we take = 900 MHz, = 923 M Hz, the number o f possible jumps = 5 with steps of 5 MHz and a sampling frequency = 2.4 GHz, so we have a total bandwidth less than 50 M Hz. Note that these parameters, specific to FH-SS system, are irrelevant in our case because the whole band is blurred. But it is clear that the greater the available bandwidth is large, and the number of frequency hopping, the more the system is robust against narrow-band interferer. Figure 8 shows that without selection operation (in addition to filtering and demodulation) the system can not resist to the broadband interference, wh ich is a predictable result by theoretical calculation. In the case of the proposed approach, we compared its performance against the only existing method in the literature on the broadband case. This method [10] is based on ML wh ich is efficient but not general. In fact, we must init ially check for the interference presence and dominance. Th is is depicted in Fig. 9 . We see that the ML algorith m, once it decides that there is strong interference, gives a BER increasingly better while increasing JSR. Note that in Fig. 10 , BSS g ives good performance whatever the power of the jammer, and we do not have to worry about jammer presence or dominance. We also note that the best result is given in the absence of the jammer, then slightly degraded curves are obtained for strong JSR. Based on the results of theoretical calculations developed in the case with processing (separation and selection) and according to the results in Fig. 11 , we can deduce that indeed the SOBI algorith m imp roves the SNR at the output with a high factor ( ). Figure 12 shows that for both algorithms the BER stabilizes and becomes independent of the JSR value. Note that it is only after 15 d B that the ML algorith m is better than the proposed approach assuming we know in advance that the jammer is dominant. Before this value, the proposed algorithm performs better. It is interesting to see the effect of varying the number of antennas on the system performance. First, the ML algorith m has been developed for the case of only two antennas which makes it somehow fixed. Figure 13 shows that increasing the number of element fro m 4 to 9 can improve the BER significantly.
We can see this by plotting the BER imp rovement versus the number of antennas, which is shown in Fig. 14 for SNR = -13 dB.
The bandwidth of the jammer is a very important parameter in this kind of problem. In Fig. 15 , we see that if the jammer decreases the bandwidth to a quarter of the transmission band, then the BER decreases. This decrease is not very important because the power of the interference beco mes more concentrated, and therefore more effective, but increasing the robustness of the system by frequency hop because some frequencies remain without interference. 
VI. CONCLUSIONS
In this paper, we proposed an approach to solving the problem of the intentional jamming in the FH-SS system using BSS. The use of this latter technique permits a significant reduction in the bit error rate and the good performance of the system independently of the power ratio J/S even in the presence of noise causing low SNR. We also gave an approximate calculat ion of the probability of error that shows, as well as simulat ion results, the effectiveness of the proposed approach and the usefulness of the selection block that has overcome the problem of permutation ambiguity.
